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Test Name Average | y’prop | Result
Frequency %99.00 |0.0000 | Pass
Frequency within a Block %99.00 |0.0000 | Pass
Runs %99.00 | 0.0000 | Pass
Binary Matrix Rank %97.00 |4.0404 | Pass
Non Overlapping Template Matching | %100.00 | 1.0101 | Pass
Overlapping Template Matching %100.00 | 1.0101 | Pass
Linear Complexity %100.00 | 1.0101 | Pass
Serial %99.00 |0.0000 | Pass
Approximate Entropy %99.00 |0.0000 | Pass
Cumulative Sums Forward %96.00 |9.0909 | Pass
Cumulative Sums Backward %99.00 |0.0000 | Pass
Random Excursions %99.00 |0.0000 | Pass
Random Excursions Variant %99.00 |0.0000 | Pass
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Test Name Average | x’prop | Result
Frequency %98.00 | 1.0101 | Pass
Frequency within a Block %98.00 |1.0101 | Pass
Runs %98.00 |1.0101 | Pass
Binary Matrix Rank %99.00 |0.0000 | Pass
Non Overlapping Template Matching | %2100.00 | 1.0101 | Pass
Overlapping Template Matching %100.00 | 1.0101 | Pass
Linear Complexity %98.00 |1.0101 | Pass
Serial %98.00 | 1.0101 | Pass
Approximate Entropy %98.00 |1.0101 | Pass
Cumulative Sums Forward %98.00 | 1.0101 | Pass
Cumulative Sums Backward %98.00 | 1.0101 | Pass
Random Excursions %97.00 | 4.0404 | Pass
Random Excursions Variant %99.00 |0.0000 | Pass

Alabu A9 A kel slagiilal
LE; Ol 650 PLC (oSealinn adlebis i Gals Jlie S5 cailalin (o2 5 A kel slagy 5o )1 ol 61

s (518 e 3T ) ol 0l (5 Jlueay (a5 A 5 52505 5 lla sl yikie ) £ =8 )l dsh
sadais S i 3 PLC b o (i) (sla el 5l (pala (Lis (o) calida 3 i)y (s o5 3a ) (la
da 3 Y Jsan Gl sadedliinl @ =0.05 Llasiee mha b (A s eyl el o
Gl Gl glaclaml L)) PLC (Sl alebs ason (BIASG (S5 Ol 2 Culsa
O O 2 st Jlen 5 b soled Jg) st aaae QL 1) allale 5y (o ile) Sise sla el L
90 edd iy yad eyl 3 L g e )l ol ) adlele sl e da ) D 5 Aol A Hlawe ) Aalal
Al LA a3 lis o Y () g 93 Cal AS a2 00 o) Adbad Lial (i g i Ll (e () st
0 Jla st s e Gl Gle ) a5 il e Ay dalad sl 3 0 culi bl JLal (e
G sl adlss (S ) Sl alebus () 50 Sl e e (Sl adlals Ca e J) s (V Jsaa
Sl ) (A 500 aae saiaalis Gl )l ) Jeals il Gl sad saldin) Glla puie lade s
Joala (2 50 ¥ dagis a5 e soliind s sl slacSalipn ) Jai 48 cu) Saalin sl sla s &
a3 (gl (et (alile (lae d pdl 3B el ) salitul B jledy Caul asehe Gyl baia LS
suasglE ¥ Jsas alen Db 500 e Ol siedy s (IS (Saliy adlals @l o s st laia
Sl e jaaasd Alls )y Saalin ailaba

z,=lgp, (St)
¢ =z,+F o (p,) (%)

Ser = AP (S,)


https://ndea10.khu.ac.ir/jsci/article-1-2034-en.html

[ Downloaded from ndeal0.khu.ac.ir on 2026-06-14 ]

calias by slagia 53 YV Gl 5 jle o) spladic) ala Ye
(o)) 55 o8eila o sle 4y 85)

Z, = 16t +B [ (st)

¢ =z, +F o, (p,)
Sy =1C, +Ds, + A, (s,)
€y = MC, +c,

()

pde Al e g S e W Adlaba cpl ) LA 8 DG il pdie saalia Vo Jsan 3 aSlia

WS Ol | Al Glae ) sl )Y Sal g
Gl Byl 3 Adlabes 3 9 A (ga)] LY Jsta

SETSL D S W E | DB | s |

} %V O/fx/* Oﬂxﬁ Ofxﬁ I Ix( e s '
% % 1I’><//‘ E Ofxﬁ I o | Oladedass \
%3 %Y 1I’><//‘ Oﬂxﬁ Ofxﬁ B e sn v
%41 %4 A 1,1 O,, D B BRSSP ¢
%A %4 0, 0,., D B Cheer °
%41 %4 A 1,, E D B e a2 535 1

@.MS

Olead Gy samdy a AS Cad 025 iy 23 PLC ali 4 sl (gladlin e Al G allia ol o

aw gldial g oal Gl glolle cpin 4 5 Lo i 3y e S8 Gledaddsd Q) sads aa
oty ledy 4S Cal sl (5l G5 e Cuagad Clgl Gl 035 age Ciagad
Cia gead Gragd b Qpdl Cuald G G b Gl s se 3l 5 e K0 e adleba () il s
G50 2> ob Gise g oluealy 5 ) e pu 4 Sl dila 4S Gl ) gae 4alS hadlals 41 g s S
L LBl g g 5l o2 8 b lajabasi ok S (il (K5 Cpasm 2 e pdliciliial | aliie Gl
Olae So s Ysama 5 25500 S JS2 58 (oluchajan s Uad JES () 48 o) aialidls 5255
GOl a ) Ol iz s slapm ile Sl edliiul b salgidy 7ok j0 Gl (o)) gl aliue Al
A4S apdly L Grimad anala (ALK (5 Sige ks |y ) UK ) U G (LS ja ) Yol
Ol S Olitli Gl 58S e el l g Ve (algidiy el (a5 3 g8 e el Al sk b
sladliy (sla ey 2lalind (5 SN L el e i G 5 el (B S (b L S0 oSl ok
Tob oY Ghi e palsd dlal ) calie (sl 4l slacu ) ) (S Dl cl Galaie SIS
O A ada ) latety alia i Rsla () siedy a3l 5 e Ll = 5l ol a0 S (5 580 560 6 I 30
sl sai ) siedn 1) O O sioe 45y 2 g 4t S a1 50 ) sae i Gl jpddsd slllin (la ja ) Cinia Ll
Shapaasd 5 Olejpa ldlis sl ey (2l 5 (A b e 3 GlEdad aald) ) lalind 5 e

b Kl gl


https://ndea10.khu.ac.ir/jsci/article-1-2034-en.html

[ Downloaded from ndeal0.khu.ac.ir on 2026-06-14 ]

Yo A;i).ﬁj&;\.ﬁsdh} &C\..\.AL;\AJL.\J\A)AJ&_&,!

@L’n
) (uilsd S AU ¢l laila (slise i sltlaid (5 5 oy aesses il g s 63 (5333 533 )
OTAR) Gy s Jinia o8l
o8l cadi)) (oaslidh IS ALy ¢ Kt sew (shlleid (5 1K oy Aol e 5 oy g2 o yapen IS Y
VD) @l Sria

3. Addabbo T. , Alioto M. , Fort A. , "A variability-tolerant feedback technique for
throughput. maximization of TRBGs with predefined Entropy", J. of Circuits, Systems
and Computers 19 (4) (2010) 1-17.

4, Addabbo T. , Fort A., Rocchi S., Vignoli V., "Digitized chaos for pseudo-random
number generation in cryptography"”, Studies in Computational Intelligence, Vol 354,
(2011) 67-97.

5. Amigo J., Kocarev L., Szczepanski J., "Theory and practice of chaotic cryptography”,
Physic letters A, 366 (2007) 211-216.

6. Baptista M.S. , "Cryptography with chaos", Physics Letters A, 240 (1998) 50-54.

7. Blum L., Blum M., Shub M., "A simple unpredictable psuedorandom number generator",
SIAM J. on Computing a5(2) (1986) 364-383.

8. Daemen J.,"Cipher and hash function design strategies based on linear and differential,
cryptanalysis"”, PhD thesis, Katholieke Universiteit Leuven, Belgique (1995).

9. Daemen J., Govartz R., Vanderwalle J., "On the design of high speed self-synchronizing
stream ciphers”, ICCS/ISITA (1992).

10. Daemen J., Kitsos P., "The self-synchronizing stream cipher Mosquito: eSTREAM
documentation, version 2" (2005).

11. Daemen J., Kitos P. , "The Self-synchronizing stream cipher Moustique"”, New stream
cipher, designs, LNCS 4986 (2007) 210-223.

12. Daemen J. , Lanol., Preneel B., "Chosen ciphertext attack on SSS", Submission to
ECRYPT (2005).

13. Devaney R.L., "An Introduction to chaotic dynamical systems, 2nd Ed.", Westview
Press (2003).

14. Girkaynak F.K., et al. "Hardware evaluation of eSTREAM candidates: Achterbahn,
Grain, MICKEY, MOSQUITO, SFINKS, Trivium, VEST, ZK-Crypt", Submission to
ECRYPT (2006).

15. Jakimoski G., KlapperA., "Analysis of some recently proposed chaos-based encryption
algorithms", Physics Letters A, 291 (2001) 381-384.


https://ndea10.khu.ac.ir/jsci/article-1-2034-en.html

[ Downloaded from ndeal0.khu.ac.ir on 2026-06-14 ]

calias by slagia 53 YV Gl 5 jle o) spladic) ala ra
(o) 5 o8l o sle 4, 5i)

16. Jakimoski G., Klapper A., "Differential and linear probabilities of a block-encryption
Cipher", IEEE Trans. on circuits and systems-1: Fundumental Theory and Applications,
Vol. 50, No. 1 (2003).

17. Joux A., MullerF., "Loosening the KNOT", FSE 2003, LNCS 2887 (2003) 87-99.

18. Joux A., MullerF., "Chosen-Ciphertext attacks against MOSQUITQ", FSE 2006, LNCS
4047 (2006) 390-404.

19. Kocarev L., Jakimoski G., "Logistic map as a block encryption algorithm",Physics
Letters A, 289 (2001) 199-206.

20. Kocarev L., LianS., "Chaos-Based Cryptography; Theory, Algorithms and
Applications", Springer (2011).

21. Kocarev L., "A chaos-based approach to the design of secure substitutions”, Physics
Letters A, 343 (2005).

22. Kocarev L., Szczepanski J., "Discrete Chaos I: theory", IEEE Trans. on Circuits and
Systems-1: Regular papers, VVol. 53, No. 6 (2006).

23. Maurer U.m., "New approaches to the design of self-synchronizing stream ciphers",
EUROCRYPT'91, 458-471, (1992).

24. Menezes A., van Oorschot P., Vanstone S., "Handbook of applied cryptography”, CRC
Press, (2006).

25. Millerioux G., "A connection between chaotic and conventional cryptography”, in IEEE
Trans. On circuits and systems, Vol. 55 No. 6, 1695-1703, (2008).

26. Millerioux G., Amigo J.M., Daafouz J., "A connection between chaotic message-
embedding and conventional self-synchronizing stream ciphers"”, NOLTA 2006, Bologna,
Italy (2006).

27. NIST Special Publication 800-22 Rev.la, "A statistical test suite for random and
psuedorandom number generators for cryptographic applications” (2010).

28. Papadimitriou S., Bezerianos A., Bountis T., Palvlides G., "Secure communication
protocols with discrete chaotic map", Jour. Of systems Architecture 47 (2001) 61-72.

29. Rose G., Hawkes P., Paddon M., Wiggers de Vries M., "Primitive specification for
SSS", Submitted eStream Project, (2005).

30. Tan P.V., Millerioux G., Daafouz J. , "A comparisson between the message embedded
cryptosystem and the self-synchronous stream cipher Mosquito”, 18th Euro. Conf. on
Circuit Theory and Design, ECCTD'2007, Séville, Spain (2007).

31. Tan P.V., Millerioux G., Daafouz J., "Left invertibility, flatness and identifiability of
switched linear dynamical systems: a framework for cryptographic applications”, Intl. J.
of Control 83, 1 (2010) 145-153.


https://ndea10.khu.ac.ir/jsci/article-1-2034-en.html
http://www.tcpdf.org

